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Introduction

In the rapidly evolving landscape of DevOps and Information Technology (IT) firms, several
emerging trends are poised to shape how organisations develop and deliver software solutions.
DevOps, a software development approach that emphasises communication and collaboration
between software developers and IT operations teams, aims to streamline processes and enhance
software delivery [1]. It is crucial for frequently and reliably updating a system in an operational
state, allowing organisations to release software faster and more frequently in response to market
demands.
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Despite the growing popularity of DevOps, its adoption faces several challenges [2-6].
Stakeholder confusion over where development ends and operations begin is a common hurdle,
compounded by a lack of clear processes and guidelines [1]. Many organisations remain unaware
of the true benefits and challenges of DevOps, with stakeholders often not collaborating or
communicating effectively during software development [7]. Additionally, there is a notable lack
of empirical studies discussing DevOps challenges, particularly those related to processes and
guidelines for successful adoption [1].

This study aims to gain a deeper understanding of the benefits and challenges faced by
companies during the adoption of DevOps, and to identify specific guidelines for its successful
implementation. The study will explore the benefits and challenges faced by stakeholders and propose
guidelines for DevOps adoption and implementation. These guidelines will help organisations
implement DevOps smoothly, serving as a roadmap for those transitioning to DevOps, or seeking
to improve their software development processes. This study makes use of a two-fold approach to
achieve the research objectives. The rest of the article is organised as follows: Section 2 describes
the background, Section 3 explains the research methodology, Section 4 defines and discusses the
findings including limitations of the study, and Section 5 concludes the article as well as provides
directions for the future.

Background of the Study

Agile software development practices has revolutionised software projects with its iterative and
collaborative approach, emphasising flexibility, collaboration, and customer satisfaction. Agile
methodologies prioritise delivering working software in small iterations rather than providing
a complete solution simultaneously, anticipating the need for flexibility and being pragmatic
about the delivery of the finished product [7, 8]. By embracing and adapting to change while
delivering quality products, being agile enables the faster delivery of working software. Despite
the use of Agile software development practices, empirical studies have identified the challenges of
implementing Agile software development practices and the quality factors affected by it. Effective
communication, continuous improvement, and proper documentation are emphasised in the article
as necessary to overcome these challenges [7].

In contrast, DevOps practices such as continuous integration and deployment (CI/CD) are
seen as a solution to the challenges of agile software development practices through the concept
of continuous integration. DevOps emphasises collaboration, communication, and automation
between the development and operations teams to enable faster and more reliable software delivery.
Continuous integration and deployment are DevOps practices that enable faster and more reliable
software delivery [1, 9]. However, there is a lack of empirical studies that discuss the challenges of
DevOps, particularly related to the process and guidelines for successful adoption [1].

DevOps has been defined in various ways across the literature, resulting in some ambiguity in
the field [2,10-12]. To clarify, we have categorised these definitions into collaborative, philosophical,
and methodological perspectives. From a collaborative viewpoint, DevOps is described as an
integrated approach that merges the principles and practices of both “development” and “operations”
[2,10-13].

Furthermore, DevOps as a philosophical perspective emphasises a cultural shift towards shared
responsibility and continuous improvement. This involves instilling a mindset where teams are no
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longer siloed but work together throughout the software lifecycle [3]. Methodologically, DevOps
focuses on automating processes, enhancing system reliability, and ensuring continuous delivery
of value to end-users. This comprehensive approach addresses the need for speed and stability in
software development and operations [4]. These various definitions of DevOps implies that there
is still no common unified conceptualisation and that what prevails in the literature are different
specific perspectives.

The DevOps movement aims to bridge the knowledge gap between project team entities by
enforcing stringent processes to ensure real-time communications [10]. However, the approach has
not yet matured to the point where many organisations have converged on how to begin their DevOps
journey [11]. DevOps encourages collaboration between software development and operations
teams, promoting a collaborative and unified method of delivering software. However, due to the
rapid growth and high competitiveness of the IT industry, software developers are under pressure
to finish and release new code as soon as possible while operators strive to always keep production
systems up-to-date and stable [4, 12].

Methodology

In this section, the research objectives and questions are outlined. The study then explores two
primary components: A systematic literature review and an empirical investigation. The systematic
literature review aims to identify and analyse all relevant empirical evidence that addresses the
research questions. This comprehensive approach allows the drawing of insights from a diverse array
of studies and establishes the research. Additionally, semi-structured interviews with representatives
from six organisations of various sizes was conducted to obtain practical insights and real-world
perspectives on DevOps adoption.

Systematic Literature Review

This study follows the established guidelines for systematic reviews in software engineering
research [13, 14]. A Systematic Literature Review (SLR) was used as an essential tool to identify
pertinent research related to our specific research questions. In this study, the SLR was employed to
collect and extract relevant information on the benefits, challenges, and practices of DevOps. The
SLR process was segmented into three phases: Planning the review, conducting the review, and
presenting the review. The first two phases are detailed in the following sections while the review
results are discussed in Section 4.

Phase 1: Planning the Review

The plan is to discover current DevOps adoption guidelines and review the existing approach. The
research questions that guide this study are as follows:

1. What are the benefits and challenges faced by stakeholders during the adoption of DevOps?

2. What are the guidelines for DevOps adoption and implementation for DevOps stakeholders?

Phase 2: Conducting the Review

Establishing the search protocol is the essential first step in a Systematic Literature Review (SLR).
Following the development of the research questions, targeted search terms and queries were created
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for use across publication databases. The literature search process involved an automated search
through 10 prominent digital libraries, along with multiple rounds of the snowballing method to
guarantee thorough results. The process started with locating pertinent primary studies across these
commonly used libraries:

i. Scopus
ii. EBSCO Discovery Service
iii. ACM Digital Library
iv. ScienceDirect
v. Wiley Online Library
vi. SAGE Journal
vii. Google Scholar
viii. SpringerLink
ix. EBSCO Academic Search Complete

X. ProQuest

A set of pertinent keywords was identified for the searches. Considering abbreviations and
synonyms, five inclusion and exclusion criteria were established, utilising the logical operators
“AND” and “OR” to construct an effective search string. The inclusion criteria encompass studies
that present DevOps concepts, definitions, and methodologies; studies that outline DevOps strategies
and practices; studies that discuss DevOps issues, goals, models, and their benefits; studies that
detail DevOps principles; and studies that feature case studies related to DevOps strategies and
guidelines.

Exclusion criteria include studies that do not specifically address solutions to DevOps challenges
and practices, studies that are exclusively surveys, as well as editorials, abstracts, thesis panels,
monographs, books, and book sections. Additionally, articles not written in English and studies
published before 2011 were also excluded.

Next is the selection of the final list of articles. The selection process involved a three-point
numeric scale: Yes (two points), partial (one point), and no (zero point). The maximum number of
points any study could be assigned was 10 points and the minimum was zero point. An article had
to receive at least five points to be included in the final study and all items with four or fewer points
were excluded from the research for being of low quality. The assessed articles were chosen based
on their high relevance to the study and a perfect item could have been excluded if it did not have
the desired relevant grade points per the checklist, which was designed to locate highly relevant
reviews only. The aim was not to rank the articles depending on their scores, but to exclude articles
that contributed little to the research. Table 1 depicts the acceptance or rejection of either “Yes” or
“No”, respectively, provided by the individual research assessment scores.
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Table 1: Sensitivity analysis

. Included Partial Excluded
No. Items Checklist (2 points) (1 point) (0 point)
1 Was the research problem explicitly
defined in the study? Yes ! No
2 Were.the .study s initial re.search gaps and Yes 1 No
contributions clearly outlined?
3 Did the results concentrate on a specific
. . . Yes 1 No
relationship and were they validated?
4 Were the limitations and s_uggestlons for Yes 1 No
future research clearly articulated?
5 Are the objectives and principles of the Yes 1 No

DevOps approach clearly articulated?

This study then adopted a backward snowballing strategy to identify new articles to include. The
researchers first decided to consider all articles published from 2011 to 2020 that were not included
in the initial search; then, the researchers applied the previously used sensitivity analysis to the other
retrieved primary studies. The aim was to ensure that all relevant studies were included in the final
list. Lastly, another literature search was performed to verify that all the relevant primary studies had
been included. An automated search over the following electronic databases: Wiley Online Library,
EBSCO Discovery Service, and SpringerLink was also conducted. From this search, 18 relevant
primary studies were found, confirming the validity, reliability, and completeness of the snowballing
approach the search results were filtered, and duplicates were removed from the first assessment.
Table 2 lists the search results.

Table 2: Search results

No. Databases Initial Search  First Assessment
1 ACM Digital Library 27,058 117
2 EBSCO Discovery Service 1,570 83
3 EBSCO Academic Search Complete 18 12
4 Google Scholar 3,723 17
5 Scopus 14 3
6 SAGE Journal 1 2
7 ScienceDirect 109 23
8 Wiley Online Library 89 15
9 SpringerLink 233 77
10 ProQuest 1,544 9

Total 32,960 358
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Interviews

The other half of the two-fold approach of the study involved interviews. An exploratory interview
based study was conducted with 11 participants from six organisations of various sizes and domains
to understand DevOps usage in practice. The study aimed to identify ways to successfully adopt
the DevOps approach and validate the data identified from the SLR with empirical evidence.
The semi-structured interview approach allows for flexibility in questioning while maintaining a
thematic framework [15]. This approach combines elements of both structured and unstructured
interviews, providing comparable and reliable data while allowing for follow-up questions and two-
way communication.

Interview Instruments

The interview questions are designed as follows:

Section A: DevOps Practices and Guidelines

1. Are you currently practicing DevOps or planning to adopt it in your organisation?

2. What benefits have you seen from adopting DevOps for software development projects?
3. What challenges did you encounter when implementing DevOps?
4

Is it important to have standardised guidelines for all DevOps practitioners in various
organisation?

5. With various automation tools from providers like Amazon, Facebook, Netflix, and Google, do
you think a common automated standard methodology is needed?

6. What guidelines do you recommend for DevOps adoption and implementation for stakeholders?

Section B: Collaboration and Communication in DevOps

1. From your DevOps experience, should collaboration and communication be limited to QA,
development, and operations teams?

2. Should other stakeholders be involved in collaboration and communication during development,
especially during continuous integration and testing?

3. Can the efficiency of the development process increase if more stakeholders are involved?

4. How can a proposed DevOps stakeholder framework enhance collaboration and communication
during development?

Data Sampling

This research uses purposive sampling, selecting organisations based on their DevOps-based
software development projects. 11 participants were interviewed, 10 from Nigeria, and one from
Germany, each were assigned an individual ID’s. Table 3 provides details about the interview
participants. Due to the COVID-19 pandemic, face-to-face interviews were not feasible, so data
collection occurred over five months, from September 2020 to January 2021, primarily through
phone calls. Each interview lasted between 45 minutes to one hour. All interviews were recorded
and later transcribed for analysis. The main author coordinated all the interview sessions, which
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included an introduction to the research study and a question and answer (Q&A) process was
conducted by the research articles main author and the interviewees.

Table 3: Participant demographics

Interviewee ID Location Role Organisation Size Experience
A Sok Northern Nigeria Software Developer > 4,000 Two years
A Gac Northern Nigeria Software Developer > 3,000 One year
A-Gen Northern Nigeria Software Developer 10,000 Three years
A Eng Northern Nigeria Web Developer > 10,000 Three years
D Umr Northern Nigeria Software Developer > 10,000 Three years
110 Southern Nigeria Software Developer > 150 One year
L Sad Northern Nigeria Senior Specialist > 5,000 One year
M _Ger Germany Senior Software Engineer 50 Two years
R Ore Southern Nigeria Software Developer 30 Seven months
T Tec Southern Nigeria Software Developer 50 Six months
19 Northern Nigeria Software Engineer 10 One year
Coding Process

Coding is defined as a word, phrase, or sentence that represents an aspect of data or captures the
essence or future of data; it implies that coding is a method of labelling data that can be applied to
interview transcripts, documents, artefacts, and field notes [16, 17]. This article followed guidelines
for the coding process to extract relevant statements. Firstly, relevant information in the data
is identified and coded with a phrase or sentence to capture its meaning. These codes are then
organised into a “Node”. Next, similar codes are grouped together through a process called sorting.
The research then combines different views from individual participants and identifies themes
through a process called synthesis. The final step is theorising, where the research develops a theory
based on earlier coded ideas and assigns themes to represent individual research questions. The
themes are then placed in a node, described, classified based on similarities, and documented [18].
We identified themes are as follow:

i. Practicing DevOps
ii. DevOps Guidelines
iii. Involving Stakeholders
iv. Concurrency Model
v. DevOps Benefits
vi. DevOps Challenges

Findings and Discussion

The SLR identified several benefits and challenges of DevOps adoption, which are presented in
below sections.
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DevOps Benefits

The adoption of DevOps practices brings numerous benefits to software development and operations
teams. This section highlights three primary advantages of DevOps: Frequent release cycles, high
throughput, and enhanced quality. Extensive literature and case studies support each benefit,
demonstrating how DevOps can significantly boost an organisation’s productivity and improve
product quality.

Frequent Release Cycle

In DevOps, the frequent release cycle entails the rapid development and deployment of code.
Release intervals are typically brief, ranging from hours to weeks, with multiple releases potentially
occurring each day. Research consistently indicates that adopting DevOps leads to shorter release
cycles [29-37].

High Number of Throughput (Output)

Throughput measures the efficiency of a system or process in converting inputs into outputs.
However, evaluating developer productivity is challenging. One approach is to measure productivity
by the number of lines of code produced relative to implementation time. DevOps practices like
automation, collaboration, and improved strategies are known to boost productivity. Studies support
this, showing that better communication and reduced bureaucracy enhance the productivity of
development and operations teams [15, 19-21]. Effective communication strategies such as daily
stand-ups, collaboration tools like Slack or Microsoft Teams, and automated notifications help
eliminate bottlenecks and improve productivity [22]. Continuous integration and shared knowledge
further enhance productivity throughout the development lifecycle [23].

Quality

This study explores how DevOps impacts team quality, code quality, and application quality. The
literature underscores the importance of code and application quality, with evidence showing
that DevOps adoption improves these aspects through increased developer responsibility and
frequent, smaller releases [39-46]. Additionally, DevOps enhances quality assurance by improving
communication and feedback loops. Continuous testing and deployment allow for incremental
releases, which improves production quality by better managing risks. According to Mishra and
Otaiwi [24], many companies find that DevOps enhances production quality and reduces risks while
practices like continuous integration and feedback increase development team productivity and
facilitate knowledge sharing across groups.

DevOps Challenges

There are clear benefits to adopt DevOps, but there are challenges that organisations face when
implementing DevOps. Several articles provided an overview of the challenges of implementing
DevOps [25-28]. This study discovered three major themes and challenges that organisations faced
when implementing DevOps as described below.
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Lack of Standard Guidelines and Knowledge Skills

According to the literature, DevOps lacks a specific method and guidelines or framework for
implementation, making adoption extremely difficult. The lack of clear guidelines, skills, and
knowledge surrounding DevOps is a significant challenge that has been discussed in many articles
related to DevOps challenges [15, 26, 27, 29-31]. Companies are often trapped by uneducated
DevOps personnel, which further complicate the adoption process.

In addition to the lack of clear guidelines, organisations face resistance to change from
employees, management, or stakeholders who may be hesitant to adopt new practices. Implementing
DevOps can have cost implications for organisations, including the cost of new tools, training, and
other resources needed to implement DevOps practices effectively. There is also a lack of standard
tools related to a specific organisation’s need for automation.

In one of the case studies, a company implementing DevOps encountered difficulties due to
the technologies and platforms they used, despite other companies with advanced technology and
knowledge. In another setting, the study acknowledged that recruiting the right people with the right
skills is critical [23]. A lack of knowledge and necessary skill sets results in disastrous DevOps
adoption and implementation processes.

The lack of clear guidelines, skills, and knowledge surrounding DevOps has been identified as
one of the primary challenges of implementing DevOps. The primary studies conclude that DevOps
adoption guidelines are lacking, which can result in software release cycle delays [32-35].

Obstacles to Change

According to the literature, senior management involvement can also pose challenges to DevOps
adoption. DevOps automation tools are relatively expensive and require proper management,
which may deter managers from seeing the value of DevOps. A specific hierarchical level and rigid
management style can also stymie DevOps adoption. One of the barriers to DevOps adoption is a
lack of valuable strategies, which leads to resistance to change among all relevant stakeholders.
Some stakeholders may resist DevOps adoption out of fear of losing their jobs or because they
disagree with the collaborative phenomenon. The teams may have different orientation skills and
other tasks that may interfere with their ability to work together [36].

The literature reveals that development and operations teams have competing goals, with
developers wanting new features and bug fixes to be released into production as soon as possible
while the operations team wants to keep releases to a minimum to maintain stability and reliability
[37, 38]. Additionally, senior management may oppose DevOps adoption is another issue that
has arisen. The cost of DevOps automation tools and the need for proper management may deter
managers from seeing the value of DevOps.

Furthermore, a specific hierarchical level and rigid management style can stymie DevOps
adoption. The researchers [39-41] discuss the lack of productivity at the start of the adoption
process, which may send the wrong signal to senior management. However, due to such productivity
issues, senior management may postpone the adoption of DevOps. These findings suggest that there
are significant challenges to DevOps adoption, including conflicting goals between development
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and operations teams and senior management’s reluctance to invest in DevOps automation tools.
Addressing these challenges will require a collaborative effort between teams and a shift in
management style to promote DevOps adoption.

Methodological Short-fall and Cost of Tools and Automation

The primary studies have identified the cost of tools as a common barrier to DevOps adoption
[27, 42-44]. Due to a lack of standard DevOps practice, relevant stakeholders are having difficulty
identifying the right tools and methods for their organisations, as well as determining how to use
them consistently for continuous implementations [25, 45, 46]. This lack of standardisation between
processes and tools impedes DevOps adoption, as highlighted in a primary study [47]. The initial
tool arrangement, experimenting, and deciding which tool to use are all considered time factors,
which can further delay DevOps adoption. Additionally, the relatively high cost of DevOps tooling
may make it difficult for management to justify the investment in DevOps. A review of the available
literature suggests that addressing these challenges will require standardisation of DevOps practices
and processes, as well as a clear understanding of the benefits of DevOps tooling. Organisation’s
must invest in the right tools and methods for their specific needs, and management must be willing
to support this investment to ensure successful DevOps adoption.

Interview Findings

The interview respondents apparently saw several benefits to implementing DevOps. They viewed
DevOps as a means of increasing the number of features implemented and generating more releases,
which is consistent with rapid delivery. Almost all of the experts interviewed for this study responded
positively and agreed that involving everyone with a stake in an organisation in collaboration and
communication during the software development process is the only way for DevOps to maintain
high efficiency, high software quality, and effective customer satisfaction. Tables 4 and 5 present
the codes, inclusion criteria, and the identified themes for benefits and challenges of DevOps,
respectively.

Table 4: Codes for DevOps benefits

Codes Code Inclusion Criteria
Continue software delivery Frequency, relevance
We minimised production cost Frequency, relevance
There is an improved software performance Frequency, relevance
We improved individual skills Frequency, relevance
Our revenues have increased Frequency, relevance
We have a stabilised work environment Frequency, relevance
Individual responsibilities Frequency, relevance
Fast and reliable bugs fixation Frequency, relevance
Faster deployment Frequency, relevance
Repetitive tasks automation Frequency, relevance
We have massively reduced downtime Frequency, relevance

Journal of Mathematical Sciences and Informatics, Volume 4 Number 2, October 2024, 89-105



EXPLORING THE BENEFITS, CHALLENGES AND GUIDELINES OF DEVOPS ADOPTION 99

Table 5: Codes for DevOps challenges

Codes Code Inclusion Criteria
Different tools setups for Dev. and Ops. teams Frequency, relevance
Lack of sufficient expertise Frequency, relevance
Individual workloads Frequency, relevance
Silos issues/resistance to change Frequency, relevance
Lack of management support Frequency, relevance
Tools integration from a different domain Frequency, relevance
Regulatory compliance Frequency, relevance
Individual learning capability Frequency, relevance
Culture adaptation Frequency, relevance
Lack of standard tool adoption Frequency, relevance
Existing processes wastage Frequency, relevance
Learning new programming languages or scripts configuration Relevance
Lack of knowledge on how to migrate Relevance
Integrating different tools Relevance
Environments inconsistency Relevance
Insufficient resources to configure environments Relevance
Game of blame in failure Relevance

Automation is promoted by DevOps, which has been shown to improve release quality. DevOps
facilitated communication between developers and operations engineers, encouraging collaboration
to improve the software development process. Respondents also thought that DevOps encourages
real-time monitoring, which promotes quick feedback loops and an experimental culture that
encourages more interaction with stakeholders.

However, communication gaps with other relevant stakeholders and organisational culture were
among the issues identified by our research. A lack of knowledge and information sharing can ob-
scure critical facts, and guidelines for information sharing can be useful, but changing an organisa-
tion’s culture can be difficult. The size of the organisation or having organisational-wide support for
the change was also considered important by some participants. Environmental costraints can also
be challenging and working habits that prioritise security, for example, can prevent some businesses
from implementing DevOps practices. As discovered via SLR studies in this study, difficult-to-
replicate technical environments exacerbate the difficulties. As DevOps evolves, so will its defini-
tion, practices, and tools, posing a long-term challenge. Research indicates that DevOps should not
be tied to any specific must-have tools or communication practices, but rather should be aligned
with the higher-level goals that an organisation wishes to achieve. The responses of the participants
represent their perspectives on DevOps, and the reported advantages and disadvantages are not
universal.

All interview respondents agree that an organisation must implement DevOps correctly with
laid down guidelines and a centralised unit should be established to develop these guidelines
and operating techniques. DevOps is a mindset, a cultural shift, where teams adopt new ways of
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working. Development and operations teams coalesce into a functional team that communicates,
shares feedback, and collaborates throughout the entire development and deployment cycle. DevOps
practices enable rapid collection and response to user feedback by real-time live monitoring and
rapid deployment. DevOps allows organisations to break down silos, work with agility, collaborate,
develop and challenge ideas, and diversify expertise.

Proposed DevOps Guidelines

Based on SLR and semi-structured interviews conducted, an initial guideline for DevOps
adoption have been proposed to provide necessary guidance about the factors that will provide
insight for DevOps adoption. Organisations should consider the principles that include adoption
methodology, practices, principles, strategies, benefits, and challenges, as depicted in Table 6. The
adoption methodology involves involving and convincing relevant stakeholders, ensuring expertise
availability, and selecting appropriate tools. DevOps practices include continuous maintenance,
testing, monitoring, integration, and deployment. DevOps principles include automation, culture,
measurement, sharing, and feedback exchange from all relevant stakeholders. DevOps strategies
involve the requirement process, selecting and testing tools, and automation. The benefits of
DevOps include monitoring the benefits and impacts on an organisation while the challenges involve

understanding the challenges and continuing the adoption.

Table 6: Proposed DevOps guidelines

Criteria Description Explanation
DevOps adoption *  Involve and convince the An organisation should determine and plan for the
methodology relevant stakeholders adoption by involving all relevant stakeholders

Ensure expertise
availability
Select appropriate tools

if expertise is available at their disposal as well
as the tools required for the automation to avoid
disaster when not properly arranged

DevOps practices *  Continuous maintenance All relevant stakeholders should understand
*  Continuous testing the basic DevOps practices in terms of required
¢ Continuous monitoring continuity and the required tools to support such
*  Continuous integration capabilities
*  Continuous deployment
DevOps principles *  Automation All relevant stakeholders should be aware
*  Culture of the automation of the entire process, silos
° Meagurement should be eliminated, the performance should
: Sharing be continuously measured, and sharing feedback

Feedback exchange from all
relevant stakeholders

should be vice versa

DevOps strategies

Requirement process
Select and test tools
automation

Understand the strategies that involve the
requirement process, selecting the right tools, and
automation; then, moving for the adoption can be
made

DevOps benefits *  Monitor the benefits and the Measure the benefits to organisations and the
impacts on an organisation  individual’s expertise
DevOps challenges *  Understand the challenges  Identify the challenges gives way to make the

and continue the adoption

necessary adjustment to the entire implementation
for better performance
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Conclusions

In conclusion, this study aimed to explore the benefits and challenges of DevOps adoption in the
rapidly evolving landscape of DevOps and IT firms. Through a systematic literature review and
semi-structured interviews with six organisations of various sizes, the study provided valuable
insights into the challenges faced by software organisations in adopting the DevOps culture and the
benefits of DevOps adoption. The study proposed DevOps adoption guidelines based on the findings,
which can help organisations determine whether they will benefit from DevOps implementation and
understand the challenges associated with it. The findings of this study contribute to the existing
literature on DevOps adoption and provide valuable recommendations for organisations seeking to
adopt DevOps practices. Future work could involve further research into the impact of DevOps on
organisations and the development of more comprehensive guidelines for DevOps adoption.
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